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What We'll Cover

. What MCSS actually is

. From controls to risk
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3. Speculo, live
4. The business case
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Questions




What Is MCSS?

Minimum Cyber Security Standards

Issued by NCSC (part of GCSB), under the GCISO mandate




Where MCSS Sits

® PSR — the assurance mechanism
® NZISM — the full technical manual

® MCSS — the basics, done properly
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Informal > 2 Planned & Tracked > 3 Standardised -> 4 Quantitatively Controlled > 5 Optimising
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Where Assurance Is Today —
And Where It's Heading

Today: an annual self-assessment window (1 Nov - 30 Apr)

Coming: real regulatory teeth — NZ Cyber Security
Strategy 2026-2030, critical infrastructure penalties
up to $500k / $100k director liability

My argument: annual snapshots won't be enough




A Compliant Organisation
Can Still Get Breached

Waikato DHB, May 2021

The policies existed. The plan existed. It still happened.
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* Turning Contols It
~ Risk: A Worked Exam|



Scope: Assess By
Business Unit, Then el
Aggregate Up =

Don’t guess at an org-wide answer

Assess per business unit - aggregate to the enterprise view
Works for any framework, not just MCSS




Prioritising the Gaps:
Urgency and Effort

Urgency — how urgent is it to move this control?

Effort — how much work is it to close the gap?
(scored 0-100)

Al can help estimate effort consistently, at scale







Why 10 Becomes 78

MCSS: 10 standards : s L

Speculo: those 10 expand to 78 mapped controls Wi e e
out of a 354-control catalogue s %

Two reasons: scale, and no dupllcated Work e B 24 “."_:5*'
across frameworks i e e f';- e et ‘




Discovery - fingerprintihg : tagglng

4 of the 9 go beyond MCSS's floor




Qualitative vs Quantitative

Most organisations stop at a qualitative gap list
A platform can compute an actual % risk reduction per control

Beyond most orgs to build by hand — but it's the direction worth aiming at



Getting the Risk Matrix Right

e Don't just multiply likelihood X consequence

e Skew for severity — rare-but-catastrophic
must outscore frequent-but-mild

e Focus where potential exposure is high and
control effectiveness is low






MCSS Is a Government Checklist

Done right, it becomes your funding engine




Metrics: What "GOOd
Actually Looks Like‘f..

* Assets & Importance — % of estate discovered & invéhtbri_éd-_ 5
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The Three-Box Business Case

1. The problem, in their words

2. The quantified risk position

3. The funded intervention: cost band, timeframe, decision forum




Speak to the Room
That Actually Approves It

o CE — reputational risk carried upward

o ClO/CDO — defensibility, "can | answer the minister"
e CFO — "this funds itself"

o Audit & Risk Committee — board-ready evidence
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Scaffold Your -
Reporting: Three Layers__g.f.-_

1. Board - outcomes & risk position
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This Is Now a Programme

e Cadence — how often you measure

e Control objectives — what "good" looks like, per control

e Methodology — how you get there

A funded cyber security programme, not a compliance chore

.....



MCSS, Free for Public Sector

The MCSS Simple report is free — for any NZ public sector agency

We can have you up and running in under an hour.

We don't believe this should be chargeable.




Take the Skills Away With You

n Skill 1 — Organisation Risk Discovery
Skill 2 — Control Weighting & Target Maturity

Skill 3 — Business Case Conversion

Download aII three + this deck: sp










